
19th October 2020

Dear Parents,

Cyber Safety Police Presentations

In week 1 of term 4, Constable Simon Jones met with all students from grades 5 to 8. Simon
is an early intervention Police Officer and spends a great deal of his time following up
inappropriate online behaviour directed at teenagers. Given that the students will have this
information fresh in their minds, we encourage parents to discuss the presentation with
them in relation to their online safety.

Some of the key points raised in the presentation:

• Simon told all Grades 5 and 6 students that their parents should have their
passwords for all online accounts

• In relation to YouTube, Simon told the Grade 5 and 6 students that they should either 
be using kids YouTube or their parents should change the settings to restrict content. 
Unlike other streaming apps, YouTube does not have ratings on their videos making it 
hard for young people to know if the video they are about to watch has explicit 
content.

• Simon discussed safe passwords and usernames. He suggested that passwords should 
actually be short phrases. For example ‘RichmondPremiers2019’ is much safer than a 
password of ‘Richmond’. Usernames should not have full names or personal details. For 
example, ‘JaneSmith09’ is a dangerous username as it shares both first and last name 
as well as the year of birth, a safer alternative would be ‘JaneS’.

• Simon explained why all online accounts should be set to private.

• Simon discussed gaming, stressing how important it is not to talk to people you don’t 
know. Simon explained how many young people on games like fortnite or roadblocks 
are befriending people they have only met online.

• Where possible, we encourage all parents to ensure that whatever devices your 
young people are using, it happens in a family space or with the bedroom door open.

• Students were encouraged to research with their parents ‘the dangers of tic toc’ on 
Google.



• The Grade 7 and 8 students were given examples of other young people being 
asked for inappropriate images. Simon explained that boyfriends or girlfriends often 
nag for these images and once a young person sends an image, they are often 
threatened that if they do not take photos showing more, the first image will be 
shared on social media. Simon encouraged all students to contact the police as 
soon as that threat is made, it is much harder to intervene after an image has been 
shared. He also strongly advised students not to ask for or send inappropriate images 
as doing so may be a criminal offence.

• Parents are encouraged to check the setting on their children’s snapchat accounts.  
Many young people have their ‘snapmap’ set to public so that any of their followers 
can see where they are at any time. It is possible to restrict this map so that only 
selected people can see where they are.

We hope that this cybersafety information provides you and your children with important 
advice which is designed to ensure that your children are safe in an online environment.

For further information and support in relation to online safety please access the esafety 
website at www.esafety.gov.au 

Yours sincerely

Mrs Joanna Orchard   Ms Susanna Bond & Mrs Susan McGann
College Counsellor    Acting Co-Prinicpals
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